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 The Internet is gearing up for the next technological revolution: 

communication with and among objects. How would you 

envisage the "governance" of such an "Internet of Things" (IoT)? 

 

The Internet of today offers access to content and information through connectivity to web 
pages and to multiple terminals (e.g., mobiles, TV). The next evolution will make it possible to 
access information related to our physical environment, through a generalised connectivity of 
everyday objects. A car may be able to report the status of its various subsystems using 
communicating embedded sensors for remote diagnosis and maintenance; home information 
about the status of the doors, shutters, and content of the fridge may be delivered to distant 
smart phones; personal devices may deliver to a central location the latest status of healthcare 
information of remotely cared patients; environmental data may be collected and processed 
globally for real time decision making. 

Access to information relating to our surrounding environment is made possible through 
communicating objects able to interact with that environment and react to events. This makes 
possible new classes of applications such as smart homes with automated systems to monitor 
many aspects of daily living, smart grids and intelligent energy management, smart mobility with 
better control of traffic, or smart logistics with the integrated control of all processes in the entire 
distribution chain. There are endless examples of this evolution of networked devices, also 
known as the Internet of Things (IoT). 

The Internet of Things holds the promise of significant progress in addressing global and 
societal challenges and to improve daily life. It is also a highly promising economic sector for 
sustainability, growth, innovation and employment. But it is likely to have a profound impact on 
society, in areas like privacy, security, ethics, and liability. The policy challenge is to assess the 
right trade-off between the potential economic and societal benefits and the control that we want 
to retain over an environment where machines will gather, exchange, process and store 
information automatically. The effects on our private and public space require that people and 
their governments debate the appropriate governance and management of the Internet of Things 
in the future. To this end the European Commission envisions a recommendation addressing the 
main issues, of which a number are outlined in the questions below. 

The purpose of this consultation is to solicit the views of a wide range of stakeholders and 
the public at large. 

1 Privacy 

The information collected by identifiable smart objects supports innovative Internet 
applications but may also reveal information on individuals, their habits, location, interests and 
other personal information. This also applies to persons whose social identity is not known, but 
might be indirectly revealed (e.g., location, combination of data sources). 
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The Internet of Things may increase privacy issues also because smart objects may exchange 
data automatically, potentially without involved humans being aware of it. Automated decisions 
may create a perception of loss of control (or lead to actual loss of control) because one of the 
main goals of the IoT is to give some autonomy to the objects for automated decisions. 
Decisions taken by machines or applications based on sensed data might not be transparent to 
the "data subjects"1 and therefore create the sense of loss of control. 

NB: the objective of the questions below is to identify how far IoT system deployment 
requires (or does not require) to adapt/precise/qualify our approaches and principles to 
safeguard data protection and privacy of citizens. 

 

Strongly agree 

 

Strongly disagree 

 

Strongly agree 

                                                 

1 The human beings impacted by the processing of these data. 
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Strongly agree 

 

No basta con decir genéricamente “data collection for specified, explicit, and legitimate 
purposes”, sino que debe limitarse la recogida de datos a los estrictamente necesarios para un 
determinado servicio y para cada servicio o modalidad de servicio, el cliente debe dar su 
consentimiento a la recogida y tratamiento de los datos . Por ejemplo, en un smart meter, si el 
cliente no va a utilizar servicios de control de cargas, tarifas flexibles, discriminación horaria 
etc. no se debiera recoger ningún dato salvo el acumulado mensual para facturar; o sea, igual 
que con un contador no remotizado. 

2 Safety and Security 

Just as we need to protect against security attacks in the existing Internet, we should also 
consider information security and safety implications in the Internet of Things. Within the IoT 
autonomous objects may act on behalf of people and they will also need adequate protection 
against false requests for information and protection against unauthenticated commands. 

At a minimum, the confidentiality, integrity and availability of IoT data and services must be 
safeguarded. User authentication, device and data authenticity, and data quality must be ensured. 
At the same time the data source has to be trusted, while unauthorised modifications of the data 
have to be prevented. 

NB: below questions are to be understood as applicable to data managed by autonomous 
systems and objects controlling your environment, e.g. the devices in your home, devices 
controlling your health status, devices controlling status of your car… which are processed, 
collected or transmitted without requiring any direct action from you. The aim is to derive 
how these novel usages drive information security and personal safety requirements. 
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Strongly agree 

 

Strongly agree 

 

Strongly agree 

 

Strongly agree 

 

Strongly agree 
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Strongly disagree 

 

Dado que muchas de las aplicaciones de IoT son autónomas, que se ejecutan sin control del 
usuario, es todavía más importante preservar intrínsecamente los requisitos de 
Confidencialidad, Integridad, Disponibilidad y Autenticacion de los datos. 

3 Security of critical Internet of Things supported infrastructures 

Political, scientific and industry representatives have repeatedly expressed concerns about the 
protection of (network supported) critical infrastructures and their dependencies. The risks of 
possible abuses of and attacks to communication resources and information flows can threaten 
information security of public utility installations necessary for the well-being and health of 
citizens. 

Thus, it may be considered that the Internet of Things which is expected to allow the 
connection to the Internet of some 25 billion devices by 2015 and 50 billion devices by 2020 
needs more stringent and mandatory information security measures when its services are related 
to critical infrastructures. 

 

Agree 

 

Neutral 

 

Neutral 
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En el IoT existirán aplicaciones que requieran infraestructuras de telecomunicaciones críticas, 
como las relacionadas con la salud, la seguridad, etc. pero otras muchas que no requieren esta 
criticidad, como las relacionadas con el medioambiente, domótica, etc. No necesariamente 
todas las aplicaciones deben utilizar Internet, sino también redes privadas, cuya criticidad y 
acceso puede obtenerse en mayor medida y de manera eficiente. 

4 Ethics  

4.1 Group 1 – ethical issues 

Objects taking decision autonomously without any user intervention, without possible user 
awareness and "on user behalf" may be perceived as challenging ethical values like the sense of 
identity, user consent, fairness. 

NB: This group of questions focuses on key human values with ethical implications, i.e. 
values likely to be challenged, ending in "value conflicts" and tensions. 

 

Strongly agree 

 

Neutral 

 

Disagree 
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Agree 

 

Agree 

 

Strongly agree 

 

Strongly agree 

 

La mayoría de aplicaciones se van a ejecutar sin el consentimiento explícito del usuario, por 
ejemplo el control de temperatura de una habitación, pero el usuario debe siempre poder 
tomar el control de la misma. Sin embargo, van a desarrollarse aplicaciones críticas que si 
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debieran requerir el consentimiento explícito del usuario o de quién le represente en cada 
caso, p.ej. las aplicaciones relacionadas con la salud.  

4.2 Group 2 - procedural issues 

NB: This group of questions focuses on the procedural, regulatory aspects for ensuring or at 
least taking care of ethical aspects in the design and deployment of IoT. 

 

Agree 

 

Key ethical principles: 

 Privacy 

 Accessibility, Universal Access & Digital Divide 

 Safety & Security. Cibercrime. 

 Global Sustainability, Ecology & Recycling 

 Copyrights 

 Human Rights & Gender Equality 
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IGF 

 

 

 

5 Open object Identifiers and interoperability 

The Internet of Things must be able to identify each and every connected object by its 
identifier. Industry predicts that the world's nearly 5 billion mobile phone subscribers today may 
be surpassed by 50 billion connected non-phone devices in 10 years. 

Closed solutions that constrain the identification of the connected object may lead to 
"locked" markets, making it difficult to penetrate for competitors. 

Openly accessible identifier solutions may allow smart devices to be used for different 
applications and be operated by multiple service providers, with unbundling between information 
and device. The design of an identification, addressing and naming scheme may ensure the 
identification of a particular object and provide non-colliding addresses in a global scheme with 
object discovery and resolution capabilities. 

NB: the goal of below set of questions is to identify the minimum set of interoperability 
requirements applicable to objects naming and addressing to support competition and 
consumers choice. 

 

Strongly agree 
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Strongly agree 

 

 

Strongly agree 

 

Strongly agree 

 

 

Strongly agree 
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Strongly agree 

 

 

 

 

 

6 Governance 

6.1 Part 1 

The current Internet has been created with design principles and characteristics that made its 
success possible as a unique global infrastructure, which has in turn driven the quest for globally 
accepted governance principles. The IoT may represent another infrastructure layer, with 
capabilities for interfacing and interacting with the physical world. Therefore, and in addition to 
the above outlined topics (security, privacy, ethics, interoperability), it may be argued that these 
additional aspects go beyond the bounds of what is considered Internet Governance, in relation 
to aspects such as: 

1. Implementation, maintenance and development of the IoT physical world 
infrastructure (Internet linked or Internet-independent) characterised by edge devices, 
networks infrastructures and service capabilities with associated control functions (main 
aspect is design principles and responsibilities in making sure they are respected). 

2. Environmental disruption and impact associated with deployment and maintenance of 
fixed position IoT object-connected devices, systems and networks, and the end-of-life 
recycling or disposal of devices, systems and networks; exacerbated by an expected 
exponential growth in use of object-connected and other edge-technology devices. 

3. Functionality and performance demands in relation to physical world interaction that 
may have an impact on critical safety and critical business functions. 
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NB: the goal of below set of questions is to identify key IoT deployment and operational 
aspects related to public policy concerns and under which framework these should be 
addressed 

 

Strongly agree 

 

Strongly agree 

 

Strongly agree 

 

Strongly agree 

 

Strongly agree 
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6.2 Part 2 

Similarly to the Internet Governance, the development of an IoT Governance framework 
may require to engage multiple stakeholders to come up with generally agreed principles and 
implementation methodologies. 

A framework for IoT Governance may also consider different enforcement approaches, 
including soft approaches (co-operation, co-ordination, co-regulation) or harder approaches 
(regulation, mandated standards). 

 

Strongly agree 
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Strongly agree 

 

Agree 

 

Disagree 

 

Strongly agree 
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7 Standards for meeting policy objectives 

Whilst ICT standards are primarily industry driven, standards may be an important tool to 
achieve policy objectives. The international nature of the IoT development is likely to require a 
global standards approach. The nature of the IoT development also demands attention to wide 
ranging standards and differing types of standards, including technical, application, quality and 
compliance standards as well as regulation in relation to resources such as the electromagnetic 
spectrum, energy and so forth. This range and diversity in standards further suggests the need for 
a reference framework for IoT standards. 

NB: the goal of below set of questions is to identify Key IoT standardisation drivers. 

 

Strongly agree 

 

Strongly agree 

 

Strongly agree 

 

Policy requirements needing global standards: 
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 Privacy: DPIA methodology and tools. 

 Safety and Security: Confidentiality, Integrity, Autentication and Availability methods 
and tools. 

 Infrastructures: Reference architecture and security applications. 

 Ethical issues: Protection of the individual's identity, IoT ethical charter. 

 Open object Identifiers and interoperability: Openly accessible identifier solutions in a 
global scheme. 
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Useful links 

RFID and the Internet of Things website on Europa: 

http://ec.europa.eu/information_society/policy/rfid/index_en.htm  

Internet of Things Europe Research Cluster: http://www.internet-of-things-research.eu/  

Video and teasers on Internet of Things: 
http://www.youtube.com/playlist?list=PLD4B1B7AB8011CFB7  

Background documents 

COMMUNICATION Internet of Things — An action plan for Europe: 

http://ec.europa.eu/information_society/policy/rfid/documents/commiot2009.pdf  

General Data Protection Regulation: 

http://ec.europa.eu/justice/data-protection/document/review2012/com_2012_11_en.pdf  

OPINION OF THE EUROPEAN GROUP ON ETHICS IN SCIENCE AND NEW 
TECHNOLOGIES TO THE EUROPEAN COMMISSION : 

http://ec.europa.eu/bepa/european-group-ethics/docs/publications/ict_final_22_february-
adopted.pdf  

http://ec.europa.eu/information_society/policy/rfid/index_en.htm
http://www.internet-of-things-research.eu/
http://www.youtube.com/playlist?list=PLD4B1B7AB8011CFB7
http://ec.europa.eu/information_society/policy/rfid/documents/commiot2009.pdf
http://ec.europa.eu/justice/data-protection/document/review2012/com_2012_11_en.pdf
http://ec.europa.eu/bepa/european-group-ethics/docs/publications/ict_final_22_february-adopted.pdf
http://ec.europa.eu/bepa/european-group-ethics/docs/publications/ict_final_22_february-adopted.pdf

